2022 USSK IT Standards

Hardware standards

	Type
	Manufacturer
	Model

	desktop
	HP
	800 G6

	laptops
	HP
	830 G8

	
	HP
	850 G8

	Industrial PC
	ADVANTECH
	ARK-3531-00A1

	touchscreen 
	IIYAMA
	 E 481S

	Thermo printer
	SATO
	CL6NX

	
	SATO
	CL4NX

	multifunction devices
	Ricoh
	IM C300

	
	Ricoh
	IM C300F

	
	Ricoh
	MP C305spf

	
	Ricoh
	SP C360SFNw

	printer
	Ricoh
	SP 3710DN

	UPS
	APC
	AP4423

	
	APC
	BK350EI

	
	APC
	SMART SUA 7501

	
	APC
	SMART-UPS

	
	APC
	SMT 750I

	
	APC
	SMT750I

	
	APC
	SMT750IC

	
	APC
	SMX750I

	barcode reader
	Zebra
	MC330K 

	
	Zebra
	MC330L

	
	Honeywell
	CK65 FlexRange XLR

	
	Zebra
	EC55 - EC55BK-21B242-NA

	tablet industrial
	PANASONIC
	FZ-M1JEAAGT3


 smartphone                       Samsung                      A52
 phone                                  Nokia                            230
                                               Caterpillar                   B40                                                

SW Desktop and Laptop Standards 
	Windows 10 Enterprise (21H1 , 21H2 ,  LTSC)

	MS Office 365 (One Drive, Outlook, Word, Power Point, Excel, Teams...)

	Symantec Endpoint Protection

	Adobe Acrobat Reader DC

	Java 7,8 

	Tanium agent 

	Citrix receiver

	Bitlocker for laptops

	F5 VPN client

	Geo codec

	Active X components for Internet Explorer




HW Standards Data Networking
Compact access switches
Catalyst C2960CX-8
Catalyst C1000-8P
Catalyst C1000-8FP
Catalyst C1000-24T
Catalyst C1000-48T

Basic access switches
Catalyst C9200L-24T
Catalyst C9200L-48T
Catalyst C9300-24T
Catalyst C9300-24S
Catalyst 9400

Modular Industrial Switch
IE-3300 Industrial Ethernet for technological networks
Optical modules SFP 100Mb and 1 Gb, MM and SM
LAN Base / Essential

Wifi Access points
C9120AXI-E
C9120AXE-E


Platform UNIX RISC CPU servers

OS UNIX :
AIX 7.x enterprise edition

HW:
· IBM Power Series server
· preferred solution is to use virtual machines, virtual partition is supported by two i/o servers which providing resources (needs license: VIOS enterprise edition license, LPM, micro partitioning), minimum 2x 2-port ethernet adapters min. 10Gb , minimum 2x 2-ports FC adapter min. 16Gb, 4x minimum 144GB internal HDD (for OS) connected to 2 independent SCSI cards
· in case of stand-alone server, minimum 2-ports Ethernet cards min. 10Gb, min 2x HDD (capacity min. 50 GB for OS + requested space for applications) connected to 2 independent SCSI cards  ( mirror OS ),
· Number of cores and the size of memory – it comes out of the application requirement plus system requirement – it must be consulted with System Hosting team member

Platform x86 CPU servers
Windows environment:

OS:
· Windows Server 2022, Windows Server 2019, Windows Server 2016 
· Server must be included into internal patch procedures 
· AV: Symantec Endpoint Protection
· AD: Server must be included to USSK domain.
· CPU/ ECC RAM: – it comes out of the application requirement plus system requirement – it must be consulted with System Hosting team member
HW:
· Preferable is to use virtual machine on Vmware – see please the part below: virtualization for x86
· In case a request for stand-alone server, use HPe DL380 GEN10, fully redundant in that parts: power supply, SAN, LAN, internal HDD).

Linux environment:
OS:
· Standard is to use distribution Red Hat Enterprise Linux Server verzie 7, 8, 9 actual release.  
· For OS is necessary to buy subscription “Red Hat Enterprise Linux Server Standard (Physical or Virtual Nodes)“. 
HW:
· Preferable is to use virtual machine on Vmware – see please the part below: virtualization for x86
· In case a request for stand-alone server, use HPe DL380 GEN10, fully redundant in that parts: power supply, SAN, LAN, internal HDD).

Virtualization for x86:

Virtualization engine (SW):
· Virtual Machine on Vmware vSphere 7.0 .
HW:
· stand-alone server, use HPe DL380 GEN10, fully redundant in that parts: power supply, SAN, LAN, internal HDD).
· Blade servers  HPE Synergy 480 Gen10 Plus Server (chassis HPE Synergy 12000 Frame) 

Storage Environment
Disks capacity:
· Preferred is to use central disk arrays, distributed virtual disks through SAN connection
· If there is a problem to use preferred solution, it could be used a stand-alone disk arrays array (HPE or IBM brand) – it must be consulted with System Hosting team member



Connection servers to our SAN infrastructure:

· Required is compatibility with FC SAN - Brocade
· Transfer speed 16Gbps 
· multi-mode cables 50um, LC-LC connector, quality OM4, OM3 (turquoise)
· single-mode 9um (yellow color) usually LC-SC (SC is side of patch panel)
· the details must be consulted with System Hosting team member


Ethernet connectios for servers

· 10GB Ethernet is supported
· SFP+ Cisco SFP-10G-SR, single mode cable 0.9um LC connector
· Requested is redundancy for Ethernet connection – minimum two independent connection to two HW independent switches


Additional rules

· In case there is a software delivered within solution it must be consulted with USSK. If needed a license must be delivered in compliance with SW vendor rules.
· OEM license can’t be used
· DNS server must be used USSK server
· Starting additional services (RDS, DHCP etc.) - it must be consulted with System Hosting team member or manager.
· It’s required to follow additional IT rules related to IT security 
· New network segment can be connected to USSK network only by USSK IT network administrator. 


Software rules
· All new software must be registered by USSK IT Asset Management
· Microsoft software licenses are provided by USSK


Cyber Security 
· All new hardware/software/solution must be reviewed and approved by USS Cyber Security 
· New network segments should be open for monitoring / scanning purposes

Third Party Provider Risk Assessment Questionnaire

	SECTION 1: Certifications & Attestations

	Does the service provider have any of the following compliance certifications for the application? Check the box for each up to date certification that you have. If possible, provide a copy of the report for review. If unable to provide proof of a certification, if you have selected other, or if you have none of the following, please provide an explanation below:

	SOC 2 Type I	☐ 
SOC 2 Type II	☐
	ISO 27001	☐
Other 		☐
	None    ☐


	Remarks

	



	If data hosting is with a third-party storage provider, does the data host have any of the following compliance certifications? Check the box for each up to date certification that is available. If possible, provide a copy of the report for review. If unable to provide proof of a certification, if you have selected other, or if you have none of the following, please provide an explanation below:

	SOC 2 Type I	☐ 
SOC 2 Type II	☐ 
	ISO 27001	☐
Other 		☐
	None    ☐
Third-party not in use    ☐

	Remarks

	



	Question
	Answer
	Remarks

	Does the service provider routinely perform independent penetration tests of the application?  

If so, how often? Please provide verification through an attestation letter, executive summary, or report.
		[bookmark: _Hlk495065733]Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 2: Authorization, Authentication, & Encryption

	Question
	Answer
	Remarks

	Will U. S. Steel or the service provider manage accounts?
Please provide details of how accounts and access are managed within the cloud application.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	If U. S. Steel is managing the accounts with the cloud service:

Can role groups be established for delegation of privileged access to the cloud service?


		Yes
	☐

	No
	☐

	N/A
	☐



	

	If U. S. Steel is managing the accounts with the cloud service:

Can the default ("primary") privileged account established for the service be disabled or limited for use?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider provide Single Sign On (SSO) with their services? If yes, do they support Azure AD or ADFS as an IDP? 

If SSO is not available, can password length and complexity requirements be established for authentication to the cloud service? 

If so, what are they?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have two factor authentication options for accessing their service?

 If so, what are they?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider restrict the login to the cloud application instance for U. S. Steel to the U. S. Steel IP address range?

If the capability for IP Address restriction does not exist, does the service provider have the capability to integrate with Azure AD so that conditional access can be implemented?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider automatically encrypt, or provide the capability to encrypt, the customers data at rest?

If so, what type? Please be specific.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider encrypt data communications from U. S. Steel clients to the cloud service using only TLS 1.2 or better? 

If not, what encryption is used?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 3: Monitoring & Incident Response

	Question
	Answer
	Remarks

	Does the service provider have a dedicated cybersecurity team?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have an incident response plan in the event of a data breach? 

If so, please explain your process for notification to customers.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	[bookmark: _Hlk42861220]Does the service provide the capability to collect security audit logs for privileged account activities such as account creation, account modifications, and other changes to administrative settings for the customer's instance?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	[bookmark: _Hlk42861245]Do the audit log records include source, destination, date, and time of the event for both successes and failures?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider supply regular exports of security audit logs or provide API integration with Splunk (e.g., SEIM tool) for monitoring purposes?

If not, how long are security audit log events for the cloud service retained and are they accessible by the customer?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 4: Data & Storage

	Question
	Answer
	Remarks

	[bookmark: _Hlk503945635]Will the service provider use a third-party storage provider to host U. S. Steel data? 

If so, what organization(s) hosts the data?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider secure access to the facilities where data will be stored? 

If so, what security measures are in place?  
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the Service Provider utilize geographically diverse backup locations? 

Does the Service Provider have a disaster recovery plan in place?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can all U. S. Steel data within the cloud service be restricted to data centers within the United States?

If not, what are the locations where data would be stored?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	[bookmark: _Hlk503945751][bookmark: _Hlk42859204]Will U. S. Steel retain sole ownership of its data and metadata stored within the cloud service?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	[bookmark: _Hlk503945770]Does the service provider agree to delete all U. S. Steel data upon request or with termination of contract?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have an exit process for transitioning service to an alternative offering?

If so, what is the process?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 4: Mobile Device

	Question
	Answer
	Remarks

	Is there a mobile application that will be used to access the cloud service?  


		Yes
	☐

	No
	☐

	N/A
	☐



	

	If there is a mobile application:

Does the cloud service support Mobile Application Management ("MAM") platforms such as Intune?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 5: IoT / IIoT Device

	Question
	Answer
	Remarks

	How will the field instruments communicate with the IoT device? Is this communication authenticated and encrypted?

Please describe the IoT device and field instruments that will be part of this solution.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	How will the IoT device communicate with the cloud service? Is this communication authenticated and encrypted?

Please describe the U. S. Steel data that will be transmitted to the cloud.


		Yes
	☐

	No
	☐

	N/A
	☐



	

	Will there be incoming connections to the IoT device?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the IoT device provide the capability to disable unused network interfaces that are not necessary for the core functionality of the device? 
(e.g., wi-fi, ethernet, cellular)

		Yes
	☐

	No
	☐

	N/A
	☐



	

	Do the IoT device and/or instruments come configured with any default usernames or passwords? 

If so, does the capability exist to change them prior to commissioning the devices? 
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can users, devices, and processes gain access to the device without authentication?


		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the IoT device have the capability to protect against unauthorized access attempts?  (e.g., lock out after failed authentication attempts, terminating idle sessions, etc.)
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Upon deployment of the IoT device will guidance for hardening the IoT device be provided to U. S. Steel? (e.g., disabling unused ports or services)
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Are the IoT device and field instruments capable of receiving security related updates?  How will security updates for the IoT device and the field instruments be applied?

Please provide the minimum frequency for performing updates to firmware and software as well as the minimum frequency for applying patches to third party libraries.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the IoT device provide any built-in vulnerability identification and reporting capabilities?  


		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the IoT device support the use of vulnerability scanners in order to report known vulnerabilities for the device?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	What are the recovery capabilities if the IoT device fails or the software on the device becomes corrupted? 
		Yes
	☐

	No
	☐

	N/A
	☐



	








Internal - U. S. Steel Cloud Use Questionnaire (IoT Software as a Service)



	What is U. S. Steel planning to use the IoT devices and cloud application for?
	

	What type of IoT devices is U. S. Steel planning to use? (sensors, tablets, industrial equipment, medical devices, etc.)
	

	Please provide a specific list of the U. S. Steel data that is / will be stored in the cloud environment, including specific fields that may be provided.
	

	Please check off all that apply:
	☐ Social Security Numbers
☐ Credit Card Information
	☐ Intellectual Property
☐ Photographs / Videos
	☐ Personally Identifiable Information
☐ Trade Secrets

	Which U. S. Steel IT Team / Contact will be responsible for maintaining the cloud application including implementing required security configurations?
	

	Does this cloud service provide the capability to configure single sign-on with U. S. Steel Active Directory for account management? 
If not, who will manage the accounts?
	

	Will only U. S. Steel users have access to the cloud application?
	

	How many users will be accessing the cloud application?
	

	Will mobile devices be used to access the cloud application?
	

	What clients will be used to access the cloud application? Please select all that apply. 
	☐ Browser on Mobile
☐ Application on Mobile
☐ Other ______________________
	☐ Browser on PC
☐ Application on PC

	Will the cloud application require a connection to any U. S. Steel on-premises systems or databases?
	




Third Party Provider Risk Assessment Questionnaire

	SECTION 1: Certifications & Attestations

	Does the service provider have any of the following compliance certifications for the application? Check the box for each up to date certification that you have. If possible, provide a copy of the report for review. If unable to provide proof of a certification, if you have selected other, or if you have none of the following, please provide an explanation below:

	SOC 2 Type I	☐ 
SOC 2 Type II	☐
	ISO 27001	☐
Other 		☐
	None    ☐


	Remarks

	



	If data hosting is with a third-party storage provider, does the data host have any of the following compliance certifications? Check the box for each up to date certification that is available. If possible, provide a copy of the report for review. If unable to provide proof of a certification, if you have selected other, or if you have none of the following, please provide an explanation below:

	SOC 2 Type I	☐ 
SOC 2 Type II	☐ 
	ISO 27001	☐
Other 		☐
	None    ☐
Third-party not in use    ☐

	Remarks

	



	Question
	Answer
	Remarks

	Does the service provider routinely perform independent penetration tests of the application?  

If so, how often? Please provide verification through an attestation letter, executive summary, or report.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 2: Authorization, Authentication, & Encryption

	Question
	Answer
	Remarks

	Will U. S. Steel or the service provider manage accounts?
Please provide details of how accounts and access are managed within the cloud application.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	If U. S. Steel is managing the accounts with the cloud service:

Can role groups be established for delegation of privileged access to the cloud service?


		Yes
	☐

	No
	☐

	N/A
	☐



	

	If U. S. Steel is managing the accounts with the cloud service:

Can the default ("primary") privileged account established for the service be disabled or limited for use?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider provide Single Sign On (SSO) with their services? If yes, do they support Azure AD or ADFS as an IDP? 

If SSO is not available, can password length and complexity requirements be established for authentication to the cloud service? 

If so, what are they?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have two factor authentication options for accessing their service?

 If so, what are they?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider restrict the login to the cloud application instance for U. S. Steel to the U. S. Steel IP address range?

If the capability for IP Address restriction does not exist, does the service provider have the capability to integrate with Azure AD so that conditional access can be implemented?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider automatically encrypt, or provide the capability to encrypt, the customers data at rest?

If so, what type? Please be specific.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider encrypt data communications from U. S. Steel clients to the cloud service using only TLS 1.2 or better? 

If not, what encryption is used?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 3: Monitoring & Incident Response

	Question
	Answer
	Remarks

	Does the service provider have a dedicated cybersecurity team?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have an incident response plan in the event of a data breach? 

If so, please explain your process for notification to customers.
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provide the capability to collect security audit logs for privileged account activities such as account creation, account modifications, and other changes to administrative settings for the customer's instance?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Do the audit log records include source, destination, date, and time of the event for both successes and failures?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can the service provider supply regular exports of security audit logs or provide API integration with Splunk (e.g., SEIM tool) for monitoring purposes?

If not, how long are security audit log events for the cloud service retained and are they accessible by the customer?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 4: Data & Storage

	Question
	Answer
	Remarks

	Will the service provider use a third-party storage provider to host U. S. Steel data? 

If so, what organization(s) hosts the data?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider secure access to the facilities where data will be stored? 

If so, what security measures are in place?  
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the Service Provider utilize geographically diverse backup locations? 

Does the Service Provider have a disaster recovery plan in place?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Can all U. S. Steel data within the cloud service be restricted to data centers within the United States?

If not, what are the locations where data would be stored?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Will U. S. Steel retain sole ownership of its data and metadata stored within the cloud service?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider agree to delete all U. S. Steel data upon request or with termination of contract?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	Does the service provider have an exit process for transitioning service to an alternative offering?

If so, what is the process?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	If transactional file transfers with the service are necessary, will the service provider support use of U. S. Steel’s secure file transfer solution (SEEBURGER)?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 5: Mobile Device

	Question
	Answer
	Remarks

	Is there a mobile application that will be used to access the cloud service?  


		Yes
	☐

	No
	☐

	N/A
	☐



	

	If there is a mobile application:

Does the cloud service support Mobile Application Management ("MAM") platforms such as Intune?
		Yes
	☐

	No
	☐

	N/A
	☐



	

	SECTION 6: Environment Details

	Provide the URL that U. S. Steel will be using the access the application. 

	

	U. S. Steel allows HTTPS communication (Port 443). List any additional ports or protocols that are needed to connect.

	

	Is there a requirement to install any hardware on the U. S. Steel network or software on U. S. Steel PCs? If yes, list these items here.

	

	If connecting to the U. S. Steel network, please provide a network diagram to show how your network will interface with U. S. Steel’s.

	



IT Cybersecurity Review Questionaire NEW 06/2022
This Questionaire is used to provide approval to proceed with a project, purchase, or application by Cybersecurity Compliance (cyber review).
	Request Title:
	Need by Date:

	Requested By:
	Vendor name:

	Preferred Phone:
	Vendor contact (email, webpage): 

	IT Budgeted: ☐Yes ☐ No 
	Capital project No.:

	Purchase Type: 
☐ Budgeted ☐ Unbudgeted ☐ Capital project ☐ N/A
	Request type: 
☐ HW & SW ☐ HW ☐ HW Maintenance ☐ ICS/PCS 
☐ SW ☐ SW OpenSource ☐ SW Maintenance ☐ Services
☐ Training ☐ Other

	Desrciption: 




	What will the requested system be used for?

	Answer:

	How many users will be accessing the requested system? Include initial count and any projected user counts.

	What version is currently in use or planned to be used?

	Answer:

	Who will be the Business Owner and main contact for the requested system?

	Answer:

	Which IT team will be responsible for maintaining the requested system? This includes, but is not limited to, implementing the required security configurations and reviewing, testing, and applying patches/upgrades/firmware updates.

	Answer:

	How is the IT support team notified of vendor patches/updates/upgrades/firmware updates/etc.?

	Answer:

	Will exemptions from the patch timeline in A038 Vulnerability Management and Scanning procedure be required? 
“If YES is selected you are required to provide more details within this questionaire about why the patch timeline in A038 cannot be met.”

	☐ Yes ☐ No 

	Will non-U. S. Steel owned equipment be used with the requested system? 
“If YES is selected you are required to provide more details within this questionaire and describe any non-USS owned equipment required for the requested system ”.

	☐ Yes ☐ No

	What types of clients will be used to access the requested system? 
“If OTHER is selected you are required to provide more details within this questionaire and describe the types of clients that will be used to accwss the requested system ”.

	☐ Browser on Mobile ☐ Application on Mobile ☐ Browser on PC ☐ Application on PC ☐ Other:

	Does the vendor or 3rd party currently have remote access to the requested system?

	☐ Yes ☐ No

	Will anyone outside of U. S. Steel need to access the requested system? 
“If YES is selected you are required to provide more details within this questionaire explain why access is needed and how that access will be granted (F5, NetScaler, WebEx, 3rd-party system accounts  etc.)”.

	☒ Yes ☐ No

	Does the requested system require data to be stored outside the U. S. Steel network? 
“If YES is selected you are required to provide more details within this questionaire and describe the type of data and why i tis required to be stored outside of U. S. Steel network.“

	☐ Yes ☐ No

	Does the requested system connect to any U. S. Steel databases? 
“If YES is selected you are required to provide more details within this questionaire and desrcibe which database and what is the purpose.“

	☐ Yes ☐ No

	Is a connection to the Internet required for this system? 
“If YES is selected you are required to provide more details within this questionaire and describe what is the purpose of the connection to the internet.“

	☐ Yes ☐ No  

	Will you need to transfer files between U. S. Steel systems and an off-site system (cloud, vendor, ect.)? 
“If YES is selected you are required to provide more details within this questionaire and describe the file transfer method to be used.“

	☐ Yes ☐ No  

	Please check any exemptions required:

	☐ Anti-virus  ☐ Escalated privileges  ☐ Firewall  ☐ USB  































Internal - U. S. Steel Cloud Use Questionnaire (Platform as a Service) 

	What is U. S. Steel planning to use this PaaS cloud application for?
	

	Please provide a list of U. S. Steel data that will be stored within the cloud environment.  Please include details of the information (e.g., specific fields).
	

	Please check off all that apply:
	☐ Social Security Numbers
☐ Credit Card Information
	☐ Intellectual Property
☐ Photographs / Videos
	☐ Personally Identifiable Information 
☐ Trade Secrets

	Which IT Team / Contact will be responsible for maintaining the PaaS application including implementing required security configurations?
	

	Does this cloud service provide the capability to establish a secure VPN tunnel with the U. S. Steel network using virtual firewalls? *required
	

	Does this cloud service provide the capability to configure single sign-on with U. S. Steel Active Directory for account management? *required
	

	Will only U. S. Steel users have access to the PaaS cloud instance?
	

	How many users will be accessing the PaaS cloud instance?
	

	Will the PaaS applications require a connection to any U. S. Steel on-premises systems or databases?
	

	Will you need to transfer files between U. S. Steel on-premises systems and the cloud service?  If so, please describe what method would be used. 
	












Internal - U. S. Steel Cloud Use Questionnaire (Software as a Service)

	What is U. S. Steel planning to use this SaaS cloud application for?

	

	Please provide a list of U. S. Steel data that will be stored within the cloud environment.  Please include details of the information (e.g., specific fields).

	

	Please check off all that apply:
	☐ Social Security Numbers
☐ Credit Card Information
	☐ Intellectual Property
☐ Photographs / Videos
	☐ Personally Identifiable Information
☐ Trade Secrets

	Which IT Team / Contact will be responsible for maintaining the SaaS application including implementing required security configurations?

	

	Does this cloud service provide the capability to configure single sign-on with U. S. Steel Active Directory for account management? 

If not, who will manage the accounts?

	

	Will only U. S. Steel users have access to the SaaS application?

	

	How many users will be accessing the SaaS application?

	

	Will mobile devices be used to access the SaaS application?

	

	What clients will be used to access the SaaS application? Please select all that apply. 

	☐ Browser on Mobile
☐ Application on Mobile
☐ Other ______________________
	☐ Browser on PC
☐ Application on PC

	Will the SaaS application require a connection to any U. S. Steel on-premises systems or databases?

	

	Will you need to transfer files between U. S. Steel on-premises systems and the cloud service?  If so, please describe what method would be used.
	



